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PROSECUTION ON THE MERITS IS CLOSED . THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
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1. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

Q Change of correspondence address (or Change of Correspondence 
Address form PTO/SB/122) attached. 
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PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
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2. For printing on the patent front page, list 

(1) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 



3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 
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submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 
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Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 

(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is 1079 day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be 1079 day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at l-(888)-786-0101 or (571)-272-4200. 
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Privacy Act Statement 



The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1 . The information on this form will be treated confidentially to the extent allowed under the Freedom 
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part of 
that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance 
with the GSA regulations governing inspection of records for this purpose, and any other relevant 
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address- 

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1 .31 3 and MPEP 1 308. 

1 . ^ This communication is responsive to amendment filed September 26, 2011 . 

2. □ An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction 

requirement and election have been incorporated into this action. 

3. The allowed claim(s) is/are 2,4-6,8 and 10 . 

4. □ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 1 9(a)-(d) or (f). 

a) □ All b) □ Some* c) □ None of the: 

1 . Q Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. . 

3. Q Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received: . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. □ A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 

INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

6. □ CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) □ including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1) □ hereto or 2) □ to Paper No./Mail Date . 

(b) □ including changes required by the attached Examiner's Amendment / Comment or in the Office action of 

Paper No./Mail Date . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

7. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 

attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 



Attachment(s) 

1 . M Notice of References Cited (PTO-892) 

2. □ Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. Information Disclosure Statements (PTO/SB/08), 

Paper No./Mail Date 

4. □ Examiner's Comment Regarding Requirement for Deposit 

of Biological Material 



□ Notice of Informal Patent Application 

□ Interview Summary (PTO-413), 

Paper No./Mail Date . 

□ Examiner's Amendment/Comment 

^ Examiner's Statement of Reasons for Allowance 

□ Other . 
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Primary Examiner, Art Unit 3691 
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REASONS FOR ALLOWANCE 

1 . The following is an examiner's statement of reasons for allowance: 

Paltenghe et al., U.S. Pub. No. 2002/0004783 discloses apparatus, methods and 
systems for information and financial banking. Apparatus of the present invention 
include virtual wallets which allow for information and financial banking including 
payment mechanisms; identity authentication mechanisms; personal information; and 
electronic artifacts. Methods and systems of the present invention include information 
and financial banking methods utilizing virtual wallets. A preferred virtual wallet 
comprises a locally residing portion and a server residing portion. An interface is 
provided for communication between the two portions of the wallet. 

Chen et al., U.S. Pat. No. 5,590,197 discloses an electronic payment system and 
method which uses a "cyber wallet." The cyber wallet consists of information and files 
which enable the holder to safely carry out transactions requiring electronic payment 
over an open communications network, as well as hardware necessary to carry out the 
transactions. The cyber wallet is in a form which may be "carried" on a tamper resistant 
portable electronic storage medium such as a smartcard, or stored on the customer's 
computer (or personal digital assistant, PCMCIA card, or the like) together with the 
browser/mosaic software. 

First SET transaction on the internet (Anonymous; Financial Technology 
International Bulletin) discloses an initiative by international payment card organisations, 
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Visa, Europay and MasterCard, have agreed to create a specification for the use of 
smart card technology over the Internet. The new standard will amalgamate the existing 
EMV chip card specs with the SET protocol for online credit card payments. The EMV 
specification contains standards relating to integrated circuit cards for payment systems 
and establishes the financial industry's first global chip card payment infrastructure. In 
parallel, the SET standard secures bank card transactions on open networks using 
encryption technology. The amalgamation of the two will provide additional safeguards 
for online shopping due to the chip's ability to perform card authentication and optional 
cardholder verification as well as to store cryptographic keys and digital certificates. A 
chip card is also able to execute cryptographic functions by itself. The new specs will be 
applicable over a variety of online access devices, including network computers, set-top 
boxes, PCs or cellular telephones. 

None of the prior art, alone or in combination, teaches or suggests the following: 

Claim 2 

conducting the payment transaction by the remote wallet server with the 
merchant computer in a format compliant with a chip card electronic commerce protocol 
or specification, wherein the remote wallet server and the issuer institution have a 
shared secret data object; 

generating a cryptogram by the remote wallet server based on the shared secret 
data object between the remote wallet server and the issuer institution; 
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Claim 4 

a storage unit having stored therein a secret data object that is shared with the 
issuer institution; 

means for generating a cryptogram by the remote wallet server based on the 
secret data that is shared between the remote wallet server and the issuer institution; 

Claim 6 

wherein the remote wallet server and the issuer institution have a shared secret 
data object, the method comprising: 

receiving a request by the remote wallet server from the consumer computer for 
conducting a payment function with the merchant computer; generating a cryptogram by 
the remote wallet server based on the shared secret data object between the remote 
wallet server and the issuer institution, regardless of whether or not the payment card of 
the consumer involved in the payment transaction is a chip card or a non-chip card; 

Claim 8 

the wallet server at a location remote from said consumer, comprising: 
a microprocessor unit; a memory unit coupled to the microprocessor unit; 
a storage unit having stored therein a secret data object that is shared with the 
issuer institution; 

means for generating a cryptogram by the remote wallet server based on the 
secret data that is shared between the remote wallet server and the issuer institution, 
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regardless of whether or not the payment card of the consumer involved in the payment 
transaction is a chip card or a non-chip card; 

Allowable Subject Matter 

2. Claims 2, 4-6, 8 and 1 0 are allowed. 

3. Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 
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Conclusion 

4. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to GREGORY JOHNSON whose telephone number is 
(571)272-2025. The examiner can normally be reached on Monday - Friday, 8:30AM - 
5:00PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, ALEXANDER KALINOWSKI can be reached on (571) 272-6771 . The fax 
phone number for the organization where this application or proceeding is assigned is 
571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/GREGORY JOHNSON/ 
Primary Examiner, Art Unit 3691 



